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Abstract

Wrelesssensometworksare oftenconstructecasasym-
metric networkscomprisedof a large numberof small,
resouce-constained sensormodesand a small numberof
relativelypowerfulbasestations. A basestationis vulner
ableasa centml point of failure in sud networks.Typical
padkettrafc in a sensometworkrevealspronouncedpat-
ternsthatallow anadvesaryanalyzingpadettraf ¢ to de-
ducethe location of a basestation,which canthenbe dis-
abledor destoyed. This paperinvestigatesnultiple anti-
traf c analysistechniquesaimedat disguisingthelocation
of a basestation. First, a degree of randomnesss intro-
ducedin the multi-hop path a padet takes from a sensor
nodeto a basestation. Secondrandomfake pathsare in-
troducedo confusean advesaryfromtracking a pacet as
it movestowards a basestation. Finally, multiple random
areasof highcommunicatioractivity are createdto deceive
anadvesaryasto thetruelocationof thebasestation. The
paperevaluatesthesetedniquesanalytically and via sim-
ulation usingthreeevaluationcriteria: total entropy of the
network, total enegy consumedand the ability to guard
againstheuristic-basededcniqueso locatea basestation.

1 Intr oduction

A wirelesssensornetwork (WSN) consistsof a large
numberof small, resource-constrainesensornodes,e.g.
Berkeley MICA2 motes[11], and a small numberof rel-
atively powerful basestations,e.g. PC-calibergatevays.
Eachsensornode acts as an information source,sensing
and collecting datasamplesfrom its ervironment. Each
sensomode communicateshis datato a basestationvia
a multi-hop network in which eachnodeperformsrouting
functions.

Sensordata is typically routed along relatively x ed
pathsfrom sensomodestowardsthe basestation.This pro-
ducegquitepronouncedraf ¢ patternghatrevealthedirec-

tion towardsandhencethelocationof the basestation.Fig-
urelillustratesthepaclettraf c volumeforwardedby each
nodein the network with the shortesipathrouting scheme
(we call it asSP scheme).The nodesnearerthe basesta-
tion clearlyforwarda signi cantly greatervolumeof pack-
ets than nodesfurther away from the basestation, in the
samemannetthatarivergrowswiderasit collectsmorewa-
terfrom its tributaries.Aggregatornodesthatcompresghe
datafrom multiple child nodesbeforeforwardingupstream
towardsthe basestation can mitigate the pronouncedn-
creasen traf ¢ volumetowardsthe basestation.However,
thedatatraf ¢ still accumulatesowardsthe basestation,if
theaggreyatorssendtheir datathroughmultiple hops.

An adwersarycananalyzethetraf ¢ patterngevealedin
Figurelto deducehelocationof thebasestationwithin the
WSN'stopology Sincethe basestationis a centralpoint of
failure, oncethe location of the basestationis discovered,
anadwersarycandisableor destry thebasestation thereby
renderingineffective the data-gatheringlutiesof the entire
sensometwork. Evenif therearemultiple basestationsan
adwersarycanemploy the sametrafc analysistechniques
to take out eachbasestationone by one, until the entire
network is disabled.

Evenif the contentsof datapaclketsareencryptede.g.
by pairwise key schemes|[8, 3, 7, 15, 25|, an adwersary
canstill deducesigni cant informationby monitoringtraf-
¢ volumeandtrafc pathinformationin sensometwork.
Here, we identify two trafc analysisattacksin wireless
sensometworks, rate monitoring attackandtime correla-
tion attack. In rate monitoring attack, an adwersarycan
monitorthepacletsendingateof nodemeartheadwersary
and always moves closerto the nodesthat have a higher
paclet sendingrate. In time correlation attack,an adwer
sary obsenesthe correlationin sendingtime betweenone
nodeand a neighbornodethatis assumedo be forward-
ing the samepaclet, anddeduceshe pathby following the
“sound” of eachforwardingoperationasthe paclet propa-
gategowardsthebasestation.Sensonodescandefendthis
attackby buffering incomingpacket for randomperiodbe-
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Figure 1. Pronounced data traf ¢ patterns in a WSN reveal the location of the base station.

fore forwardingit. However, anadwersarycanpro-actiely
trigger the forwarding of paclets by generatingabnormal
sensoryevents,e.g. abnormaktemperaturethat needto be
forwardedasquickly aspossible.

In this paper we focuson developingcountermeasures
againsttrafc analysisattacksthat seekto locatethe base
station, particularly the rate monitoring attack and time
correlation attack. Without loss of generality we con-
sidersensometworks with a single basestation. The anti-
traf ¢ analysistechniquegproposedn this paperintroduce
randomizedraf c volumesthroughoutthe sensometwork
away from the basestation,in orderto deceve and mis-
direct an adwersaryso that the true pathtowardsthe base
station cannotbe easily found. Four anti-trafc analysis
techniquesare proposedo generateandomness First, a
multiple parentrouting schemeis introducedthat allows
a sensomodeto forward a paclet to one of multiple par
ents. This makesthe patterndesspronouncedn termsof
routing paclets towardsthe basestation. Second,a con-
trolled randomwalk is introducedinto the multi-hop path
traversedby a paclet throughthe WSN towardsthe base
station. This distributes paclet trafc, therebyrendering
lesseffective rate monitoring attacks. Third, randomfake
pathsare introducedto confusean adwersaryfrom track-
ing a paclket asit movestowardsa basestation. This miti-
gatesthe effectivenessof time correlationattacks. Finally,
multiple, randomareasof high communicatioractivity are
createdto deceve an adwersaryasto the true location of
the basestation, which further increaseghe dif culty of
rate monitoring attacks. We have analyzedour anti-trafc
analysistechniquesgainstratemonitoringandtime corre-
lation attacks.However, we believe thatthey canwithstand
otherunforeseettraf c analysisattacksaswell by virtuesof
providing increasedandomnesB communicatiorpatterns
andincreaseddeceptve mechanismso confusean adwer-
sary

Theseanti-trafc analysigechniquesrespeciallysuited
to the characteristice®f wirelesssensometworks, and ex-
hibit several advantages.First, all four techniquesaredis-

tributedin nature. Thereis no singleinitialization or coor
dinationpointinvolvedto setupthesemechanismsSecond,
memoryandcomputatiorrequirementin eachsensomnode
arerelatively low, andcaneasilybe metby modernsensors
suchasMICA2. Third, ary compromiseof oneor asmall
numberof sensomodesby anadwersaryis easilytolerated.
If anadwersarycompromisesomenodesthedamageét can
inict uponthe WSN is limited. Fourth, our techniques
don't requirea nodeto delaysendingpaclets,aswould be
thecasein standardie-correlatiorapproachesA nodecan
send/forvard its paclket assoonasit is ready This aidsin
reducingthe time delayintroducedby anti-trafc analysis
techniquesFinally, thecostof theseechniquess moderate
andthetechniquesreapplicableto large sensometworks.
Thisis con rmed by the simulationresultspresentedn the
evaluationsection.

Ourtechniquesesultin signi cantly delayinganadwer-
saryfrom nding a basestation. This delayis usefulin
making WSNs morerobust. For example,if anadwersary
hasto spendT, unitsof timeto nd onebasestation,anend
usercancontinually usedifferentbasestationsafter every
Tp time units,whereTy < T,. In the absencef ary anti-
traf c analysismechanismsT, is very small. As aresulta
userwill haveto changebasestationsveryfrequently Since
ary changen basestationconsumesgxtraenepy, e.g.to set
up new routingpathsthiswill costlots of enegy. Themost
seriousproblemin our techniquess thatthey introduceex-
tramessagem thenetwork. Ourexperimentshaw thatthe
numberof messageBicreasedy about? to 3 times,while
the mechanismslelaythetime of nding a basestationby
about19times. While enepy is certainlycritical in sensor
networks, a tradeof of signi cantly reducingthe chances
of a basestationbeinglocatedat the costof reducingthe
batterylifetime by abouthalf is quitereasonabléor several
applicationse.g. military applications.

The paperis organizedasfollows. In Section2, the net-
work model,threatmodel,andcapabilitiesof sensomodes
aredescribed.In Section3, the probabilisticcountermea-
suresembeddednto routing algorithmsaredescribedand



ananalysisof their securityundernode-compromisis pre-
sented.In Section4, algorithmsare simulatedand quanti-
tatively measuredn termsof their effectivenessand cost.
Sectionb discusseselatedwork, and nally , Section6 con-
cludesthe paper

2 Network Traf ¢ and Threat Model

We assumehe sensometwork hasa basestationanda
numberof aggreyator nodes. Eachaggreator node pro-
cessedatathat it received from its group of local sen-
sornodesandsendghat processedlatato the basestation
throughmultiple hops.

For the capabilitiesof an adwersary we assumehatan
adwersarycan monitor network trafc, andlauncha rate
monitoringattadk anda time correlationattadk. An adwer-
sarycancapturesensonodescompromisgéhemandobtain
all information,e.g.encryptionkeys, insideanode.Adver
sary canreprograma nodeandcorvert it into a malicious
node. However, we assumehat adwersaryhasto spenda
certainamountof time to compromisea node,and so he
cancompromiseonly a smallnumberof nodesin ary rea-
sonableperiod of time. Paricularly, the time that he can
compromiseall nodesalonga pathto basestationis much
longerthanthe the basestationreplacementime T,. We
also assumethat an adwersarycan physically move from
onelocationto anothelin the network. However, it doesnt
have globalinformationaboutthe whole network, andcan-
not jam the entire network. Our schemas usefulfor large
sensometwork, soif adwersaryjust entersthe network, he
cannotseebasestationdirectly, althoughif heis closeto
basestation,he canidentify basestationimmediately We
calltheareawhichadwersarycanimmediately nd basesta-
tion asbasestationarea

We assumehatsensonodeausethekey framework pro-
posedn LEAP [25] to protecthop-by-hopcommunication.
Nodescan set up pairwise keys using existing protocols
[8, 3, 7, 15, 25]. Every nodecanalsosetup asinglecluster
key [25] with all of its neighbomodes.As describedn [5],
when a node sendsa paclet, it protectsand encryptsthe
pacletwith its clusterkey. An adwersarycannotdecryptthe
contentsof a paclet. At the sametime, othernodesin the
clustercaneasilyunderstandhetype of packetandprocess
it accordingly

In this paperwe focuson protectingthedatatraf ¢ from
aggreatornodedo basestationthroughmultiple hoprout-
ing. Thelocal datatrafc betweersensomodesandaggre-
gatornodecanbeprotectedy anti-trafc analysisschemes
proposedn [5].
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Figure 2. Neighbor s and parents of node u.
Figure shows node ID and its level value. In
SP, node u has one parent node v;. In MPR,
node u has two parent nodes, v; and vg. In
RW routing, u will forward packet to v; or vg
with probability P,, and with probability 1
P, , it will randoml y forwar d the packet to any
neighbor node v to vs.

3 Anti-traf c analysisstrategies
3.1 Multi-par entrouting scheme

To reducethe starknesof pronouncedpaths,we mod-
ify theshortespath(SP)routingschemeshovn in Figurel
by having eachnodeselectoneof multiple parentnodesto
route datato the basestation. Whena nodeneedsto for-
ward a paclet, the noderandomlyselectsoneof its parent
nodesto forward the paclet. We call this schememulti-
parentrouting (MPR). We proposeéwo methoddor setting
up multiple parentdor eachnode. In the rst method(See
Figure2), thebeacormessagsentby the basestationcon-
tainsalevel eld. The basestationsetsthe valueof level
to 0. Whena nodeforwardsa beaconmessageit incre-
mentsit by 1. Sothe valueof level representshe number
of hopsthata nodeis from the basestationalonga particu-
lar path. A sensomodes selectsall neighbormodeswvhose
levelvalueis lessthans's level valueasits parentnodes.In
thesecondmethod,a nodemonitorsall beacormessages
recevesbeforeforwardingthe rst beacormessageSince
a nodes hasto wait for someamountof time beforefor-
wardinga beacormessagéwaiting time in MAC layer), it
selectsall nodesfrom whomit receivesa beaconmessage
while waiting to forwardthe rst recevedbeacormessage
asits parentnodes.

An adwersaryhas several ways to attack these multi-
parentrouting setupschemesA maliciousnodecanclaim
alow level valueto attractothernodes,and canuseunfair
mediaaccesscontrol mechanismgo occupy the wireless
channel. However, protectingrouting schemess beyond
the scopeof this paper Herewe assumehattheroutingset
up schemds relatively fast,so an adwersarydoesnt have
enoughtime to attackroutingsetup processSeveralmech-
anismg14, 5] havealreadybeenproposedo protectagainst
attacksto routngsetup.
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Figure 3. Technigues to counter anti-trafc
analysis.

3.2 RandomWalk

To furtherdiversify routing pathsandmitigateratemon-
itoring attacks,we proposea randomwalk (RW) routing
schemeln RW, whenanoderecevesa paclet, it forwards
the paclet to one of its parentnodeswith probability p; .
However, it usesarandomforwardingalgorithmwith prob-
ability 1 p . Intherandomforwardingalgorithm,thenode
forwardsthe pacletto oneof its neighbomodeswith equal
probability Like [13] and[23], MPR and RW use prob-
abilistic routing. However, [13] and[23] useprobabilistic
routing for reliable datatransmissionn sensometworks,
while we use probabilisticrouting to defendagainstrate
monitoringattad.

The RW techniqueresultsin somepacletstraversinga
longerpathto reachthe basestationthanthe shortestvail-
able path,asshowvn in Figure 3(c). This implies that RW
will consumemoreenegy pernodeon anaverage.To esti-
matehow muchextraenepgy is consumedy RW, we calcu-
latethecostC of RW, wherecostis de nedas[5]: C = ""M—O
Here, M %is the averagenumberof hopsa paclet takesto
reachthe basestationfrom anaggreyatornodein RW, and
M is the numberof hopsa paclet takesto reachthe base
stationfrom the sameaggreyatornodein SP. Clearly, M °©
depend®n the severalfactorsrelatedto network topology,
e.g. how mary neighborsa sensomodehas,how far the
basestationis from a sensomnodeor from oneof its neigh-
bor nodesandsoon. We calculatethe valueof C by mak-
ing the following simplifying assumption Supposea node
u randomlyselectsa neighbornodev to forwarda paclet.
Assumethatthedistancgnumberof hopsalongtheshortest
path)betweerv andthebasestationis d, while thedistance
betweeru andbasestationis d°. We assumethatthe prob-
ability thatd > d°is sameasthe probability thatd < d°.
Soon anaverage whenu forwardsa pacletto v, the dis-
tancefrom the basestationdoesnt change.Only whenu
forwardsthe paclet to its parentnode, the distanceis re-

ducedby 1. We denoten asthe numberof hopsfrom the
aggreyatorto the basestationin SP andn® asthe number
of ave',:/lr%\geh?psin RW. We haven® p; = n. Thisimplies
C=1-= =,

In gdditicl))h,a pacletwill take alongertime to reachthe
basestationin RW. In fact, the extra time delayis directly
related(linear) to the extra hopsusedfor forwarding the
paclet. So,thetime costfor eachpaclet to reachthe base
stationis roughlypir in RW.

3.3 Fractal Propagation

MPR andRW spreadout datatrafc andmale it dif -
cult to usea rate monitoring attack. However, RW is still
vulnerableto timecorrelationattack.Usually, for anodes,
thenumberof parentnodesis lessthanhalf of s's neighbor
nodes,andfor enegy and efciency considerationstypi-
cally P, > 0:5. As aresult,the possibilitythata nodefor-
wardsa pacletto its parentnodeis higherthanthe possibil-
ity it forwardsthe pacletto arny oneof its otherneighbors.
An adwersarycanexploit this to launcha time correlation
attack,eitherby injectingabnormaleportdataor monitor
ing overalong periodof time.

To addresghe shortcomingsf MPR and RW, we pro-
posea new techniquecalled fractal propagation In this
technique several fake pacletsare createdandpropagated
in the network to introducemore randomnesén the com-
municationpattern. Whena nodehearsthatits neighbor
nodeis forwarding a paclet to the basestation, the node
generates fake paclet with probability p., and forwards
it to oneof its neighbornodes.To control the propagation
rangeof the fake paclet, eachnewly generatedake paclet
containsa lengthparametewith valueK . K is a constant
thatis known to all nodessoanadwersarycannot ood the
whole network by sendingfake packetswith lengthparam-
eterhigherthanK . Whena noderecevesa fake paclet,
it decrementsengthby 1. If thevalueof lengthis greater
than zero, the nodeforwardsthe fake paclet to one of its
neighbomodes(not necessarilyn thedirectionof thebase
station).If thevalueof lengthis zero,anodestopsforward-
ing thefake paclet. In addition,whena nodehearsthatits
neighbornodeis forwardinga fake pacletto someoneelse
with lengthvaluek (k < K), it generatesndforwardsan-
otherfake pacletwith probabilityp; andlengthvaluek 1.

Thesefake pacletsspreadout in the network andtheir
transmissiorpathsform atree(seeFigure3(d)). In particu-
lar, thecommunicatiortraf ¢ is muchmorespreadutthan
RW. Soevenif anadwersarycantracka packetusingtime-
correlation,shecannottrack wherethe real (asopposedo
fake) pacletis going. This is becauseshecannotdifferen-
tiate betweera realanda fake paclet without knowing the
encryptionkey.

Supposea nodehasx neighbornodeson average. Let



pi = pc X andf (K) representshetotal lengthof a fake
treethatoriginatedwith lengthvalueK . We have

f(K)y=p f(K 1D+f(K 1+1
Solvingthisrecursve equationwe get
(
K1 _ e+ * 1
fK)=" (+1y= o "P>O
i=0 K otherwise

Supposehelengthof realpathfrom theaggreyatornode
to the basestationis n. Thecostis

K
n+n pr (ps 1) 1

C: Pt

- = (pr + 1"

If we combineRW andthefractalidea,thetotal costis

c= (prtDf
Pr

If weuse x edvaluesof p;, pr andK , theaveragecostis
a x edvaluethatis independentf the sizeof the network.

3.3.1 Fractal propagationwith differ entforking prob-
abilities

Oneproblemwith simplefractal propagationis thatit gen-

eratesa large amountof traf c nearthe basestation. This

potentially increaseghe paclet collision rate and paclet

lossrate.

To addresghis problem,nodescan usedifferent prob-
abilities to generatdake paclets. Whena nodeforwards
pacletsmorefrequently it setsa lower probabilityfor cre-
atingnew fake paclets. Thistechniques calledDifferential
FractalPropagationDFP). The algorithm for settingthis
probability is asfollows. Whenthe paclet forwardingrate
r atanodeis lower thanathresholdh, the nodegenerates
new fake pacletswith probability p. Whenthe paclet for-
wardingrateis higherthanh, the nodegeneratesew fake
paclketswith probabilityp® = p (h=r)?; h canbe chosen
asthepacletsendingrateof theaggreyatornode.

3.3.2 Enforcedfractal propagation

Theideaof fractalpropagatioraidssigni cantly in spread-
ing out the communicatiortraf c evenly over the network
andobfuscatingary pathsto thebasestation. To make mat-
ters worse for an adwersary we generatelocal high data
sendingrate areas,called hot spots in the network. An
adwersarymay be trappedin thoseareasand not be able
to determinethe correctpathto basestation. This routing
techniqueis called Differential EnforcedFractal Propaga-
tion (DEFP).The challengehereis how to createhot spots
that are evenly spreadout in the network, suchthat only

a minimum (preferablyzero)amountof extra communica-
tion/coordinatioramongthe sensomodesis needed.

DEFPis a simple distributed algorithm basedon DFP.
Thekey ideais to let thenodeshatforwardedfake paclets
earlierhave a higherchanceto forwardfake pacletsin the
future. In particular if a nodeu forwardeda fake paclet
to anothemodeyv in the past,thenit forwardsthe next fake
paclet receved to v with a higher probability The node
usesa lottery schedulingalgorithm[22] to choosethe next
nodeto forward the fake paclet to. In this algorithm (see
Figure 4), a node assignstickets to eachof its neighbor
nodes. It chooseghe next nodeto forward a fake paclet
to basedon the numberof tickets assignedo the neigh-
bornodes A neighbomodewith moreticketsassignedas
the higher probability of being chosen. In the beginning,
all neighbomodesareassignedneticket. Whenthe node
chooses neighbornodeasthe next nodefor forwardinga
fake paclet,it incrementghatnodesticketsby k. Thisway,
afteranodehasforwardeda fake pacletto oneof its neigh-
bor nodes,t will continueto forward otherfake pacletsto
the sameneighbornodewith higher and higher probabil-
ity. If anareaof nodesreceve fake paclets,they aremore
likely to processmoreandmorefake pacletsin the future.
Thiswill turnthatareainto a hot spot. It is alsovery easy
to destrgy currenthot spotsandreconstructhew hot spots
atdifferentplaces.For example,sensomodegust resetthe
valueof ticketsto 1 whenthey receve a broadcasimessage
from basestation,andthenstartto build hot spotsfrom be-
ginning. To nd anareais a hot spot, adwersaryneedsto
obsenetrafc in thatareafor alongtime, andthatwill de-
lay herto nd locationof basestation.

3.3.3 Simulation

We simulatedouranti-trafc analysigechniquesn oursim-
ulator, which is basedon a standarddiscreteeventgenera-
tor. Simulationresultsshowv that RW createsa more dif-
fuserouting patternthan SR, while bothfractal propagation
technigueDFP and DEFP considerablyobfuscatethe lo-
cation of the basestation. Figure 5 shavs the cumulatve
routestaken by pacletsthrougha sensometwork employ-
ing DEFP. The network con guration for thesesimulations
is agrid network describedn Section4.

3.4 NodeCompromises

If an adwersarycompromisesa node,shecan nd out
theidentity of its parentnodes andreadthe contentsof all
pacletspassedhroughthis node. In addition,by monitor
ing the traf c for somesufciently long periodtime, she
canobtaindistributioninformationof all theancestonodes
within her activity range. However, with this knowledge.
shecannotdeterminethe location of the basestation,and
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cannotblock communicatiorbetweenan aggreyatornode
andthe basestation. To determinethe locationof the base
station theadwersarywill haveto compromiselargenum-
berof nodesalongthe pathto the basestation.

Oneattackagainstour schemés to nd the geographic
direction of the basestationby compromisingtwo nodes
at differentlocations. If eachnodes parentnodeis in the
directiontowardsthe locationof the basestation,anadwer-
sarycanintersecthetwo directionvectorsto determinehe
approximatdocationof the basestation. However, this at-
tackrequireghatthedirectionof aparentnodebe precisely
towardsbasestation,which is quite unlikely in arandomly
distributedsensometwork. In addition,MPR increaseshe
dif culty in determiningthe precisegeographicdirection
towardsthe basestation,forcing the adwersaryto compro-
misemary morenodes.

In fractal propagation,if an adwersarycompromises
node,shecan nd out whethera paclet is a fake paclet
or real. However, shecannotobtainary informationother
thanthe onesdiscussedbove (in RW case).An adwersary
canattemptto launcha DoSattackby generatingnary fake
pacletsandforwardingthemto ood the network. How-
ever, the propagatiorareaof afake pacletis limited by the
valueof thelengthparameterA fake paclet canpropagate
andgeneratenew fake paclketsonly within a small part of
the network, sothe damagedueto suchDoS attackis lim-
ited.

Finally, an adwersarycan also generateseveral forged
datapacletsandforward themto the basestationin an at-
temptto ood the basestation.However, mechanismsxist
currentlythat allow intermediatenodesto Iter out forged
aggreationdata,e.g. see[24, 26]. In SEF[24], interme-
diate nodesuserandomlypre-distriluted pair-wise keys to
verify the authenticityof the datasentby the aggreyator
node. Any forgedpacletsare Itered out by eachinterme-
diatenodewith certainprobabilityanddon't propagatever
along path.

Figure 5. Number of packets sent/f orwar ded
by each node in DEFP.

4 Evaluation
4.1 Evaluation Criteria

The main goal of anti-trafc analysistechniquess to
preventan adwersaryfrom tracking the location of a base
stationby analyzingcommunicatiorpatternof aWSN over
somereasonabl@eriodof time. Our goalis to make com-
municationpatternsasrandomas possiblewhile minimiz-
ing costs,sothat an adwersarydoesnot have sufcient in-
formationto deducethe location of the basestationin a
reasonablamountof time. Our evaluationfocuseson how
randonthenetworktraf c is, andthecostfor ouranti-trafc
analysisschemesWe haven't simulatedheeffectivenesof
defendingagainsttime-corelation attacks. A higherfork-
ing probability (P; ) anda longerlength of fake pathwill
male it moredif cult to launcha time correlation attack.
Instead we evaluatethe the randomnessf network traf c
and effectivenessagainstrate monitoring attacksthrough
two metrics—entropy of the network traf ¢ andthe GSAT
test. To estimatethe costof our techniqueswe countthe
numberof messageaexchangedn our techniquesndcom-
parethemwith the numberof messagesxchangedn SP
Sinceour techniguesncur very little memorycoston each
sensomode,e.g. keys andticketsof its neighbomodeswe
have notmeasuredt in our simulation.



Size | Average## | Numberof | Sending Entropy Trafc CenterTrafc
Neighbors| Aggregators Rate (SP)| (BR) (SP)| (BR) (SP) (BR)
Grid 81 81 8 28 | 4/minute Grid 9.64 | 11.40] 39000| 7 10° | 10080 4 10°
Random| 4500 20 28 | 4/minute Random| 8.20 | 12.08 | 21000 | 5 10° | 2792| 1:8 10°
Table 1. Network con guration Parameter s Table 2. Entropy and Number of messages ex-

In additionto randomnessthe exact valuesof entropy
andthe GSAT testdependn severalothernetwork charac-
teristics,e.g. network structure network size,numberand
location of aggreyatornodes. To evaluateour techniques,
we have focusedon differencedn entropy and GSAT test
valuesmeasuredinderthe casesvhenoneof the proposed
anti-trafc analysistechniquess usedand the casewhen
no anti-trafc analysistechniqueis used. We also experi-
mentedwith differentvaluesof P, in RW andP; in DEFP
to understandhe effectsof theseparameterswWe simulated
two network structuresn our experiments:a grid topology
andarandomtopology Tablel showsthe parametersised
in our simulation.

Entr opy We useentrofy to measurehe randomnessf

network trafc. Entropy is a mathematicameasureof in-
formationuncertaintyandit hasbeenwidely usedasamet-
ric to measurgandomnesf mary applicationsge.g. data
communicationgdatacompressionmandomnumbergenera-
tors, andsecurityof cryptographicalgorithms. Entropy of
arandomvariableX with aprobabilityfunctionp(x) is de-
ned asH (X) = p(x)log,p(x). Supposeahatduring
atime periodT, asensomnodea sent/forvardedp, paclets,
andatotal of M pacletsweresent/forvardedin the WSN
N . We usethefollowing formulato meagjreheentrog/ of
N duringthetime periodT: H(N) = azn Elog, e,
In general,a highervalueof H(N) implies thatthe com-
municationtraf ¢ patternof N is morerandom.

GSAT Test The GSAT testis intendedto measurethe
ability of a routing technigueto guard againstheuristic-
basedlgorithmsthatanadwersarymayuseto locateabase
station. The GSAT algorithm[19] was proposedor solv-
ing NP-hardsatis ability problemssuchasthe 3SAT prob-
lem [4]. In contrastto the traditional deterministicsolu-
tions, GSAT is a probabilistic algorithm that combinesa
hill-climbing searchalgorithmwith arandomrestartmech-
anism.GSAT cansolve mostof thelarge 3SAT instancesn
ashorttime.

We use the idea of the GSAT algorithm to designa
heuristic-basedlgorithmthatanadwersaryusego trackthe
locationof thebasestation.In this algorithm,anadwersary
startsat somelocationin the sensometwork N . Shemoni-
torsnetwork traf ¢ aroundherwithin heractiity range.If
she nds thatadifferentnodes within heractvity rangehas
the highesttraf c, shemovesto s, andcontinuesto moni-
tor traf ¢ from s. Usingthis mechanismshecanmove to-

changed in SP and BR. (Trafc means the
total messages exchanged in the network,
and Center Traf c means the number of mes-
sages exchanged in the close vicinity of the
base station.)

wardsthe locationsthat have higherandhighertraf c vol-
ume.However, if shereaches locationthathasthehighest
traf ¢ with in theneighborhoodlocal maxima),sheselects
adirectionatrandommovesin thatdirectionfor sometime,
andthenrepeatghe above algorithm. Shecontinuesto do
this until she nds thebasestation.

The GSAT testmeasureshe averagenumberof hopsan
adwersarytakesto nally reachthe basestationusing this
heuristicalgorithm.A largevalueof GSAT testimpliesthat
the routing techniquehasbetterpotentialto guardagainst
heuristic-basedlgorithmsthatan adwersarymay useto lo-
catea basestation.

4.2 Effectivenessand Costof Anti-Traf ¢ Analy-
sisTechniques

To evaluatethe effectivenessof our anti-trafc analy-
sis techniques,we simulatedthem over a grid network
(seeTable 1) and measuredhe valuesof entropy, GSAT
test, and enegy cost (number of messagesxchanged).
We simulatedthe following techniques:MPR, MPR+RW,
MPR+RN+DFP andMPR+RN+DEFP For simplicity, we
useMPR,RW, DFR andDEFPrespectiely to referto these
techniquesn therestof the paper In thesesimulationswe
setP; t00.6,P; to0.2,andK to 6. To obtainanestimate
of an upperboundof entropy and GSAT values,we sim-
ulateda routing mechanismin which every messagesent
by aggreyatornodeis ooded to the entire network. We
call this schemea broadcas{BR) scheme.Sincea broad-
castschemeageneratesniformnetwork traf c, anadwersary
cannotobtain ary clue aboutthe location of basestation.
Table2 shaws the entrofy valuesandnumberof messages
exchangedn SPandbroadcasschemes.

Figure 6 (a) shaws the entrory measuredor various
routing techniques.All datareportedhereare an average
over 20 runs. As expected,entropy is lowestfor SP and
highestfor broadcastEntropy for MPR andRW is higher
than SR, but lower than DFP and DEFPR This shows that
theideaof generatingake pacletsin a controlledmanner
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Figure 6. Effectiveness and cost of anti-traf c analysis mechanisms.

doesaidin makingthenetwork traf ¢ patternmorerandom.
Thisis in additionto the original goal of defendingagainst
time-correlatioranalysis.

To determineesilieng againsta GSAT searchwe sim-
ulatedthe datatraf c andrecordedthe numberof paclets
sent/forvardedby eachnodein alog le. We initialized
a startingpoint for the adwersaryin the network and used
the GSAT algorithmto discover the basestationarea. We
recordedhe numberof stepsthe adwersarytakesto getinto
the basestationarea.For eachlog le, we set81 different
initial locations.For eachinitial location,we ran GSAT to
searcHor the basestationareafor 100times,andrecorded
the numberof hopsthe adwersarytakesto getinto the base
stationarea. Finally, we computedthe averagenumberof
hopstheadwersarytakesto getinto the basestationareafor
eachtechnique. In addition, we experimentedwith three
differentactiity rangesof the adversary:adwersarycould
monitordatatrafc over3 3,5 5, and9 9 areasaround
herrespectiely.

Figure 6 (b) shows the resultsof the GSAT test. First,
we seethat the GSAT valuescorrelateswith the entrogy
valuesshown in Figure 6 (a) (except DEFP). Higher en-
tropy correspondso a largervalue of GSAT. This implies
thatboth entrory and GSAT areusefulmetricsto measure
the randomnessn network trafc. The only exceptionis
DEFPR SinceDEFPcorvergessometraf ¢ togetherto form
hot spots it resultsin lessentroy comparedo DFP. How-
ever, thosehot spotsmake it moredif cult for anadwersary
to locatethe basestationusinga GSAT searchalgorithm.

The actiity range of an adwersary also impacts the
GSAT value. If theactivity rangeis larger, the correspond-
ing GSAT valueis smaller This impliesthatthe adwersary
can nd the basestationin lessnumberof hops. Also, we
noticethat anti-trafc analysistechniquessigni cantly in-
creasethe numberof stepsan adwersaryhasto take to lo-
catethe basestation. For example, she can discover the
basestationareain 34 stepsin SP (actvity range3 3),
and653stepsin DEFR whichis about19 timesmore. No-
tice thatthe numberof stepsneededn broadcastmethodis
only about1.5 timesthe numberof stepsneededn DEFP

approach.On the other hand,broadcastosts(numberof

messagesbout70 timesmorethanDEFP Evenwhenthe
activity rangeof the adwersaryis large (9 9), our anti-

traf ¢ analysigechniquesigni cantly increaseéhenumber
of hopsan adwersaryhasto take to locatethe basestation
area.

Figures6 (c) shavs the enegy overheadof our tech-
nigues. We are interestedn the overall enegy overhead
of the network, and alsothe enegy overheadof nodesin
thevicinity of thebasestation.Theenegy overheads crit-
ical, becausét affectsthelifetime of a sensonode,aswell
asthe paclet lossratecausedy paclet collisions. We are
particularlyinterestedn enegy overheadn thenodesnear
the basestation,becausehesenodestypically carry larger
amountsof traf ¢, andary problemwith thesenodesmay
causeseriouscommunicatiorproblemsn the WSN.

Figure 6 (c) shavs the total nhumber of messages
sent/forvardedby all nodesin thenetwork, andthenumber
of messagesent/forvardedby nodesnearthe basestation
(whichis anareaof 20 20 nodeswith basestationat cen-
ter). Thetrafc in RW is about1.8 timeslarger thanthe
trafc in SPfor the whole network andthe areanearthe
basestation. The messageostof DFP andDEFPis about
2.8timesthemessageostof SPin thewholenetwork, and
2.4timesnearthebasestation.In our simulation,whenag-
gregatorssendfour paclets per minute, the nodesdirectly
connectedo the basestationforward about14 paclketsper
minutesin SR and about34 paclets per minutein DEFR
This is easily feasiblein the currentsensometwork tech-
nology. Note thatthe message&ostof thesealgorithmsis
constantanddoesnt increaseavith increasen network size.

4.3 Effectivenesf P, and Ps

To understandheeffectof differentvaluesof P, andPs ,
wevariedparameterfor randomwalk RW andfractalprop-
agationDEFR We simulatedthemon both a grid network
andarandomnetwork (Tablel). In RW, we variedP, from
0.3t00.95.In DEFRPwe x edP, at0.6,andvariedP; from
0.1to0 0.65. Theresultsareshavn in Figures7 and8. From
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thesegures, thevariationin thevaluesof entropy andmes-
sagecostbasednP, andP; issimilarin bothgrid andran-
dom networks. In RW, the entrofy sub-linearlydecreases
andthe numberof messagedecreasewith increasingP; .
In DEFR entropy sub-linearlyincreasesndthe numberof
messagedramaticallyincreasesvith increasingPs .

Theseresultsimply thatwe shouldchoseP; assmallas
possible,aslong asit satis es our requirements.In Sec-
tion 3, we analyzedherelationbetweermessageost,and
P, andP; . The resultsfrom theseexperimentamply that
thereis a relation betweenthe entrofy of network trafc,
andP; andPs , whichis independenbf thesizeof the net-
work. Anotherobsenationis thatalthoughthetotalnumber
of messagesxchangeds quitelargefor verylargevaluesof
P: , thenumberof messagesxchangedearthebasestation
doesnt changea lot. Thatshavs thetrafc controlmech-
anismproposedin DFP (and usedin DEFP)works quite
well.

5 RelatedWork

Sensometwork securityhasbeena critical issuein sen-
sornetwork researche.g. securedatacommuncatiorj16],
secureaouting[14, 12, 5], andsecuredataaggreyation[18],
etc. In addition,muchresearcthasbeenperformedin the
areaof settingup pairwise secretkeys betweendifferent
sensomnodes.Exampledncludel[8, 3, 7, 15, 25].

In the areaof privagy in E-commercemary techniques
have beendevelopedto protectthe anorymity of message
sendersandrecevers. Our anti-trafc analysistechniques
are similar to the methodsusedin traditional privagy and
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anorymity researchbut we have 3 uniquepropertiesiirst,
wefocusonhiding physicallocationof basestation,instead
of the identity of messagesenderor recevver. Secondthe
communicationpatternin sensometwork is highly asym-
metric and corverge on basestation. That malke it more
dif cult to protectbasestationagainsttrafc analysisat-
tack. Third, the communicationrand computingresources
in traditional network aretoo expensve to currentsensor
network platform,sowe cannotdirectly applytheirmecha-
nismsto sensometwork.

In traditional privacy researchmist routing requiresthe
pre-deplged, hierarchicalandtrustedrouters[2]. [10] re-
quiresthat every nodecantalk to every othernode. The
Onion routing protocol [9] disguiseswho talks to whom
on the Internetby layeredencryptionand by forwarding
receved message a randomordet In addition,a large
numberof messagearestoredbeforeforwardingthemin a
differentorder A sensonodedoesnt have enoughmemory
to storemary paclets. The k-anorymousmessagérans-
mission protocol proposedin [1] protectsanorymity for
bothsenderandreceverwith low datatransmissiottateng.
Unfortunately its high communicationand computational
requirementgreventit from beingusedin sensonetworks.
Thetechniquego disguisea recever by routing eachmes-
sageto multiple receversusinga multicastmechanisnare
proposedin [17, 20]. Tor [6] is the second-generation
onion router, which is a circuit-basedow-lateng anory-
mouscommunicatiorserviceon the Internet. However, it
needsto setup alarge numberof directoryseners,which
is dif cult to envisionin sensometworks.

Recently A. Wadaaet. al proposedschemeso random-



ize communicationsluring network setupphaseto protect
anorymity of sensornetwork infrastructure[21]. In our
work, we focuson defendingagainstraf ¢ analysisn data
sendingphase. In addition, we assumeadwersarycan do
someactive attackssuchashasinjecttraf c to thenetwork,
andcompromisingsensomnodes.

6 Conclusion

A basestationcontrolstheoperationof aWSN, andnat-
urally becomes primetargetof attackby adwersariesThis
paperaddressesne aspectof protectingbasestationsby
making it dif cult for an adwersaryto locate a basesta-
tion. The paperpresentsfour anti-trafc analysistech-
nigues MPR, RW, DFPandDEFPthatpreventthelocation
of abasestationfrom beingeasilydiscoveredby anadver
sary In MPR andRW, randomwalks andsomeamountof
randomnesgreintroducedin the multi-hop patha paclet
takesfrom a sensomodeto a basestation. In DFR fractal
propagatiorandrandomfake pathsare introducedto con-
fuse an adwersaryfrom tracking a packet asit movesto-
wardsa basestation. Finally, in DEFR multiple, random
areasof high communicationactivity are createdto con-
fusean adwersaryinto searchingn awrong area. The pa-
per evaluatesthesetechniquesanalytically and via a sim-
ulation usingthreeevaluationcriteria: total entropy of the
network, total enegy consumedand the ability to guard
againstheuristic-basedechniquedo locatea basestation.
Thecombinatiorof randomwalks, fractal propagationand
hotspotsareshavn to increasehesearcteffort requiredby
anadwersaryto discover a basestation.
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