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Abstract

Wirelesssensornetworksareoftenconstructedasasym-
metric networkscomprisedof a large numberof small,
resource-constrainedsensornodesand a small numberof
relativelypowerfulbasestations.A basestationis vulner-
ableasa central point of failure in such networks.Typical
packet traf�c in a sensornetworkrevealspronouncedpat-
ternsthatallow anadversaryanalyzingpacket traf�c to de-
ducethe locationof a basestation,which canthenbedis-
abledor destroyed. This paper investigatesmultiple anti-
traf�c analysistechniquesaimedat disguisingthe location
of a basestation. First, a degreeof randomnessis intro-
ducedin the multi-hoppath a packet takes from a sensor
nodeto a basestation. Second,randomfake pathsare in-
troducedto confuseanadversaryfromtrackinga packet as
it movestowardsa basestation. Finally, multiple, random
areasof highcommunicationactivityarecreatedto deceive
anadversaryasto thetrue locationof thebasestation.The
paperevaluatesthesetechniquesanalytically andvia sim-
ulation usingthreeevaluationcriteria: total entropyof the
network,total energy consumed,and the ability to guard
againstheuristic-basedtechniquesto locatea basestation.

1 Intr oduction

A wirelesssensornetwork (WSN) consistsof a large
numberof small, resource-constrainedsensornodes,e.g.
Berkeley MICA2 motes[11], and a small numberof rel-
atively powerful basestations,e.g. PC-calibergateways.
Eachsensornodeactsas an information source,sensing
andcollectingdatasamplesfrom its environment. Each
sensornodecommunicatesthis datato a basestationvia
a multi-hop network in which eachnodeperformsrouting
functions.

Sensordata is typically routed along relatively �x ed
pathsfrom sensornodestowardsthebasestation.Thispro-
ducesquitepronouncedtraf�c patternsthatrevealthedirec-

tion towardsandhencethelocationof thebasestation.Fig-
ure1 illustratesthepackettraf�c volumeforwardedby each
nodein thenetwork with the shortestpathrouting scheme
(we call it asSPscheme).The nodesnearerthe basesta-
tion clearlyforwarda signi�cantly greatervolumeof pack-
ets than nodesfurther away from the basestation, in the
samemannerthatarivergrowswiderasit collectsmorewa-
ter from its tributaries.Aggregatornodesthatcompressthe
datafrom multiple child nodesbeforeforwardingupstream
towardsthe basestationcan mitigate the pronouncedin-
creasein traf�c volumetowardsthebasestation.However,
thedatatraf�c still accumulatestowardsthebasestation,if
theaggregatorssendtheir datathroughmultiple hops.

An adversarycananalyzethetraf�c patternsrevealedin
Figure1 to deducethelocationof thebasestationwithin the
WSN's topology. Sincethebasestationis acentralpointof
failure,oncethe locationof thebasestationis discovered,
anadversarycandisableor destroy thebasestation,thereby
renderingineffective thedata-gatheringdutiesof theentire
sensornetwork. Evenif therearemultiple basestations,an
adversarycanemploy the sametraf�c analysistechniques
to take out eachbasestationone by one, until the entire
network is disabled.

Even if the contentsof datapacketsareencrypted,e.g.
by pair-wise key schemes[8, 3, 7, 15, 25], an adversary
canstill deducesigni�cant informationby monitoringtraf-
�c volumeandtraf�c pathinformationin sensornetwork.
Here, we identify two traf�c analysisattacksin wireless
sensornetworks, rate monitoringattackandtime correla-
tion attack. In rate monitoring attack, an adversarycan
monitorthepacketsendingrateof nodesneartheadversary,
and always movescloserto the nodesthat have a higher
packet sendingrate. In time correlation attack,an adver-
saryobservesthe correlationin sendingtime betweenone
nodeanda neighbornodethat is assumedto be forward-
ing thesamepacket,anddeducesthepathby following the
“sound” of eachforwardingoperationasthepacket propa-
gatestowardsthebasestation.Sensornodescandefendthis
attackby buffering incomingpacket for randomperiodbe-
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(a)3-D graphof datatraf�c. (b) Contourmapof datatraf�c.

Figure 1. Pronounced data traf�c patterns in a WSN reveal the location of the base station.

fore forwardingit. However, anadversarycanpro-actively
trigger the forwardingof packetsby generatingabnormal
sensoryevents,e.g. abnormaltemperature,thatneedto be
forwardedasquickly aspossible.

In this paper, we focuson developingcountermeasures
againsttraf�c analysisattacksthat seekto locatethe base
station, particularly the rate monitoring attack and time
correlation attack. Without loss of generality, we con-
sidersensornetworkswith a singlebasestation. Theanti-
traf�c analysistechniquesproposedin this paperintroduce
randomizedtraf�c volumesthroughoutthesensornetwork
away from the basestation, in order to deceive and mis-
direct an adversaryso that the true path towardsthe base
stationcannotbe easily found. Four anti-traf�c analysis
techniquesareproposedto generaterandomness.First, a
multiple parentrouting schemeis introducedthat allows
a sensornodeto forward a packet to oneof multiple par-
ents. This makesthe patternslesspronouncedin termsof
routing packets towardsthe basestation. Second,a con-
trolled randomwalk is introducedinto the multi-hop path
traversedby a packet throughthe WSN towardsthe base
station. This distributespacket traf�c, therebyrendering
lesseffective ratemonitoringattacks. Third, randomfake
pathsare introducedto confusean adversaryfrom track-
ing a packet asit movestowardsa basestation. This miti-
gatestheeffectivenessof time correlationattacks.Finally,
multiple, randomareasof high communicationactivity are
createdto deceive an adversaryas to the true location of
the basestation,which further increasesthe dif�culty of
ratemonitoringattacks.We have analyzedour anti-traf�c
analysistechniquesagainstratemonitoringandtime corre-
lationattacks.However, we believe thatthey canwithstand
otherunforeseentraf�c analysisattacksaswell by virtuesof
providing increasedrandomnessin communicationpatterns
andincreaseddeceptive mechanismsto confusean adver-
sary.

Theseanti-traf�c analysistechniquesarespeciallysuited
to the characteristicsof wirelesssensornetworks, andex-
hibit severaladvantages.First, all four techniquesaredis-

tributedin nature.Thereis no singleinitialization or coor-
dinationpoint involvedto setupthesemechanisms.Second,
memoryandcomputationrequirementsin eachsensornode
arerelatively low, andcaneasilybemetby modernsensors
suchasMICA2. Third, any compromiseof oneor a small
numberof sensornodesby anadversaryis easilytolerated.
If anadversarycompromisessomenodes,thedamageit can
in�ict upon the WSN is limited. Fourth, our techniques
don't requirea nodeto delaysendingpackets,aswould be
thecasein standardde-correlationapproaches.A nodecan
send/forward its packet assoonasit is ready. This aidsin
reducingthe time delay introducedby anti-traf�c analysis
techniques.Finally, thecostof thesetechniquesis moderate
andthetechniquesareapplicableto largesensornetworks.
This is con�rmed by thesimulationresultspresentedin the
evaluationsection.

Our techniquesresultin signi�cantly delayinganadver-
sary from �nding a basestation. This delay is useful in
makingWSNsmorerobust. For example,if an adversary
hasto spendTa unitsof timeto �nd onebasestation,anend
usercancontinuallyusedifferentbasestationsafter every
Tb time units,whereTb < Ta . In theabsenceof any anti-
traf�c analysismechanisms,Ta is very small. As a resulta
userwill haveto changebasestationsveryfrequently. Since
any changein basestationconsumesextraenergy, e.g.to set
upnew routingpaths,thiswill costlotsof energy. Themost
seriousproblemin our techniquesis thatthey introduceex-
tramessagesin thenetwork. Ourexperimentsshow thatthe
numberof messagesincreasesby about2 to 3 times,while
themechanismsdelaythetime of �nding a basestationby
about19 times. While energy is certainlycritical in sensor
networks, a tradeoff of signi�cantly reducingthe chances
of a basestationbeing locatedat the costof reducingthe
batterylifetime by abouthalf is quitereasonablefor several
applications,e.g.military applications.

Thepaperis organizedasfollows. In Section2, thenet-
work model,threatmodel,andcapabilitiesof sensornodes
aredescribed.In Section3, the probabilisticcountermea-
suresembeddedinto routingalgorithmsaredescribed,and



ananalysisof theirsecurityundernode-compromiseis pre-
sented.In Section4, algorithmsaresimulatedandquanti-
tatively measuredin termsof their effectivenessandcost.
Section5 discussesrelatedwork,and�nally , Section6 con-
cludesthepaper.

2 Network Traf�c and Threat Model

We assumethesensornetwork hasa basestationanda
numberof aggregator nodes. Eachaggregator nodepro-
cessesdata that it received from its group of local sen-
sornodesandsendsthatprocesseddatato thebasestation
throughmultiplehops.

For the capabilitiesof an adversary, we assumethat an
adversarycan monitor network traf�c, and launcha rate
monitoringattack anda timecorrelationattack. An adver-
sarycancapturesensornodes,compromisethemandobtain
all information,e.g.encryptionkeys, insidea node.Adver-
sarycanreprograma nodeandconvert it into a malicious
node. However, we assumethat adversaryhasto spenda
certainamountof time to compromisea node,andso he
cancompromiseonly a small numberof nodesin any rea-
sonableperiod of time. Paricularly, the time that he can
compromiseall nodesalonga pathto basestationis much
longer than the the basestationreplacementtime Tb. We
also assumethat an adversarycan physically move from
onelocationto anotherin thenetwork. However, it doesn't
haveglobalinformationaboutthewholenetwork, andcan-
not jam theentirenetwork. Our schemeis usefulfor large
sensornetwork, so if adversaryjust entersthenetwork, he
cannotseebasestationdirectly, althoughif he is closeto
basestation,he canidentify basestationimmediately. We
call theareawhichadversarycanimmediately�nd basesta-
tion asbasestationarea.

Weassumethatsensornodesusethekey frameworkpro-
posedin LEAP [25] to protecthop-by-hopcommunication.
Nodescan set up pair-wise keys using existing protocols
[8, 3, 7, 15, 25]. Everynodecanalsosetupa singlecluster
key [25] with all of its neighbornodes.As describedin [5],
when a nodesendsa packet, it protectsand encryptsthe
packetwith its clusterkey. An adversarycannotdecryptthe
contentsof a packet. At thesametime, othernodesin the
clustercaneasilyunderstandthetypeof packetandprocess
it accordingly.

In thispaper, wefocusonprotectingthedatatraf�c from
aggregatornodesto basestationthroughmultiple hoprout-
ing. Thelocal datatraf�c betweensensornodesandaggre-
gatornodecanbeprotectedby anti-traf�c analysisschemes
proposedin [5].
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Figure 2. Neighbor s and parents of node u.
Figure sho ws node ID and its level value . In
SP, node u has one parent node v1. In MPR,
node u has two parent nodes, v1 and v6. In
RW routing, u will forwar d packet to v1 or v6

with probability Pr , and with probability 1 �
Pr , it will randoml y forwar d the packet to any
neighbor node v1 to v6.

3 Anti-traf�c analysisstrategies

3.1 Multi­par ent routing scheme

To reducethe starknessof pronouncedpaths,we mod-
ify theshortestpath(SP)routingschemeshown in Figure1
by having eachnodeselectoneof multiple parentnodesto
routedatato the basestation. Whena nodeneedsto for-
warda packet, thenoderandomlyselectsoneof its parent
nodesto forward the packet. We call this schememulti-
parentrouting(MPR).We proposetwo methodsfor setting
up multiple parentsfor eachnode.In the�rst method(See
Figure2), thebeaconmessagesentby thebasestationcon-
tainsa level �eld. The basestationsetsthe valueof level
to 0. When a nodeforwardsa beaconmessage,it incre-
mentsit by 1. So thevalueof level representsthenumber
of hopsthata nodeis from thebasestationalonga particu-
lar path. A sensornodes selectsall neighbornodeswhose
levelvalueis lessthans's levelvalueasits parentnodes.In
thesecondmethod,a nodemonitorsall beaconmessagesit
receivesbeforeforwardingthe�rst beaconmessage.Since
a nodes hasto wait for someamountof time beforefor-
wardinga beaconmessage(waiting time in MAC layer), it
selectsall nodesfrom whom it receivesa beaconmessage
while waiting to forwardthe�rst receivedbeaconmessage
asits parentnodes.

An adversaryhas several ways to attack thesemulti-
parentroutingsetupschemes.A maliciousnodecanclaim
a low level valueto attractothernodes,andcanuseunfair
mediaaccesscontrol mechanismsto occupy the wireless
channel. However, protectingrouting schemesis beyond
thescopeof thispaper. Hereweassumethattheroutingset
up schemeis relatively fast,so an adversarydoesn't have
enoughtimeto attackroutingsetupprocess.Severalmech-
anisms[14, 5] havealreadybeenproposedto protectagainst
attacksto routngsetup.
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3.2 RandomWalk

To furtherdiversifyroutingpathsandmitigateratemon-
itoring attacks,we proposea randomwalk (RW) routing
scheme.In RW, whena nodereceivesa packet, it forwards
the packet to oneof its parentnodeswith probability pr .
However, it usesarandomforwardingalgorithmwith prob-
ability 1� pr . In therandomforwardingalgorithm,thenode
forwardsthepacket to oneof its neighbornodeswith equal
probability. Like [13] and [23], MPR and RW useprob-
abilistic routing. However, [13] and[23] useprobabilistic
routing for reliable datatransmissionin sensornetworks,
while we useprobabilistic routing to defendagainstrate
monitoringattack.

The RW techniqueresultsin somepacketstraversinga
longerpathto reachthebasestationthantheshortestavail-
ablepath,asshown in Figure3(c). This implies that RW
will consumemoreenergy pernodeonanaverage.To esti-
matehow muchextraenergy is consumedby RW, wecalcu-
latethecostC of RW, wherecostis de�nedas[5]: C = M 0

M .
Here,M 0 is the averagenumberof hopsa packet takesto
reachthebasestationfrom anaggregatornodein RW, and
M is the numberof hopsa packet takesto reachthe base
stationfrom the sameaggregatornodein SP. Clearly, M 0

dependson theseveralfactorsrelatedto network topology,
e.g. how many neighborsa sensornodehas,how far the
basestationis from a sensornodeor from oneof its neigh-
bor nodes,andsoon. We calculatethevalueof C by mak-
ing thefollowing simplifying assumption.Supposea node
u randomlyselectsa neighbornodev to forwarda packet.
Assumethatthedistance(numberof hopsalongtheshortest
path)betweenv andthebasestationis d, while thedistance
betweenu andbasestationis d0. We assumethattheprob-
ability that d > d0 is sameasthe probability that d < d0.
Soon an average,whenu forwardsa packet to v, the dis-
tancefrom the basestationdoesn't change.Only whenu
forwardsthe packet to its parentnode,the distanceis re-

ducedby 1. We denoten asthe numberof hopsfrom the
aggregatorto the basestationin SP, andn0 asthe number
of averagehopsin RW. We have n0� pr = n. This implies
C = M 0

M = 1
pr

.
In addition,a packet will take a longertime to reachthe

basestationin RW. In fact, theextra time delayis directly
related(linear) to the extra hopsusedfor forwarding the
packet. So, the time costfor eachpacket to reachthebase
stationis roughly 1

pr
in RW.

3.3 Fractal Propagation

MPR andRW spreadout datatraf�c andmake it dif�-
cult to usea ratemonitoringattack. However, RW is still
vulnerableto timecorrelationattack.Usually, for a nodes,
thenumberof parentnodesis lessthanhalf of s'sneighbor
nodes,and for energy andef�ciency considerations,typi-
cally Pr > 0:5. As a result,thepossibility thata nodefor-
wardsapacket to its parentnodeis higherthanthepossibil-
ity it forwardsthepacket to any oneof its otherneighbors.
An adversarycanexploit this to launcha time correlation
attack,eitherby injectingabnormalreportdataor monitor-
ing overa longperiodof time.

To addressthe shortcomingsof MPR andRW, we pro-
posea new techniquecalled fractal propagation. In this
technique,several fake packetsarecreatedandpropagated
in the network to introducemorerandomnessin the com-
municationpattern. Whena nodehearsthat its neighbor
nodeis forwardinga packet to the basestation,the node
generatesa fake packet with probability pc, and forwards
it to oneof its neighbornodes.To control thepropagation
rangeof thefake packet,eachnewly generatedfake packet
containsa lengthparameterwith valueK . K is a constant
thatis known to all nodes,soanadversarycannot�ood the
wholenetwork by sendingfake packetswith lengthparam-
eterhigher thanK . Whena nodereceivesa fake packet,
it decrementslengthby 1. If thevalueof lengthis greater
thanzero, the nodeforwardsthe fake packet to oneof its
neighbornodes(not necessarilyin thedirectionof thebase
station).If thevalueof lengthis zero,anodestopsforward-
ing thefake packet. In addition,whena nodehearsthat its
neighbornodeis forwardinga fake packet to someoneelse
with lengthvaluek (k < K ), it generatesandforwardsan-
otherfakepacketwith probabilitypc andlengthvaluek � 1.

Thesefake packetsspreadout in the network andtheir
transmissionpathsform a tree(seeFigure3(d)). In particu-
lar, thecommunicationtraf�c is muchmorespreadout than
RW. Soevenif anadversarycantracka packet usingtime-
correlation,shecannottrackwherethereal (asopposedto
fake) packet is going. This is becauseshecannotdifferen-
tiatebetweena realanda fake packet without knowing the
encryptionkey.

Supposea nodehasx neighbornodeson average. Let



pf = pc� x andf (K ) representsthe total lengthof a fake
treethatoriginatedwith lengthvalueK . We have

f (K ) = pf � f (K � 1) + f (K � 1) + 1

Solvingthis recursiveequation,we get

f (K ) =
K � 1X

i =0

(pf + 1)i =

(
(pf +1) K � 1

pf
if pf > 0

K otherwise

Supposethelengthof realpathfrom theaggregatornode
to thebasestationis n. Thecostis

C =
n + n � pf � (pf +1) K � 1

pf

n
= (pf + 1)K

If we combineRW andthefractalidea,thetotal costis

C =
(pf + 1)K

pr

If weuse�x edvaluesof pr , pf andK , theaveragecostis
a �x edvaluethatis independentof thesizeof thenetwork.

3.3.1 Fractal propagationwith differ ent forking prob-
abilities

Oneproblemwith simplefractalpropagationis that it gen-
eratesa large amountof traf�c nearthe basestation. This
potentially increasesthe packet collision rate and packet
lossrate.

To addressthis problem,nodescanusedifferentprob-
abilities to generatefake packets. Whena nodeforwards
packetsmorefrequently, it setsa lower probabilityfor cre-
atingnew fakepackets.Thistechniqueis calledDifferential
FractalPropagation(DFP). The algorithm for settingthis
probability is asfollows. Whenthepacket forwardingrate
r at a nodeis lower thana thresholdh, thenodegenerates
new fake packetswith probabilityp. Whenthepacket for-
wardingrateis higherthanh, thenodegeneratesnew fake
packetswith probabilityp0 = p� (h=r)2; h canbe chosen
asthepacketsendingrateof theaggregatornode.

3.3.2 Enforcedfractal propagation

Theideaof fractalpropagationaidssigni�cantly in spread-
ing out the communicationtraf�c evenly over thenetwork
andobfuscatingany pathsto thebasestation.To makemat-
ters worse for an adversary, we generatelocal high data
sendingrate areas,called hot spots, in the network. An
adversarymay be trappedin thoseareasand not be able
to determinethe correctpathto basestation. This routing
techniqueis calledDifferentialEnforcedFractalPropaga-
tion (DEFP).Thechallengehereis how to createhot spots
that are evenly spreadout in the network, suchthat only

a minimum(preferablyzero)amountof extra communica-
tion/coordinationamongthesensornodesis needed.

DEFP is a simpledistributedalgorithmbasedon DFP.
Thekey ideais to let thenodesthatforwardedfakepackets
earlierhave a higherchanceto forwardfake packetsin the
future. In particular, if a nodeu forwardeda fake packet
to anothernodev in thepast,thenit forwardsthenext fake
packet received to v with a higherprobability. The node
usesa lottery schedulingalgorithm[22] to choosethenext
nodeto forward the fake packet to. In this algorithm(see
Figure 4), a nodeassignstickets to eachof its neighbor
nodes. It choosesthe next nodeto forward a fake packet
to basedon the numberof tickets assignedto the neigh-
bor nodes.A neighbornodewith moreticketsassignedhas
the higherprobability of being chosen. In the beginning,
all neighbornodesareassignedoneticket. Whenthenode
choosesa neighbornodeasthenext nodefor forwardinga
fakepacket,it incrementsthatnode'sticketsby k. Thisway,
afteranodehasforwardedafakepacket to oneof its neigh-
bor nodes,it will continueto forwardotherfake packetsto
the sameneighbornodewith higherand higherprobabil-
ity. If anareaof nodesreceive fake packets,they aremore
likely to processmoreandmorefake packetsin thefuture.
This will turn thatareainto a hot spot. It is alsovery easy
to destroy currenthot spotsandreconstructnew hot spots
at differentplaces.For example,sensornodesjust resetthe
valueof ticketsto 1 whenthey receivea broadcastmessage
from basestation,andthenstartto build hot spotsfrom be-
ginning. To �nd an areais a hot spot,adversaryneedsto
observetraf�c in thatareafor a long time,andthatwill de-
lay herto �nd locationof basestation.

3.3.3 Simulation

Wesimulatedouranti-traf�c analysistechniquesin oursim-
ulator, which is basedon a standarddiscreteeventgenera-
tor. Simulationresultsshow that RW createsa more dif-
fuseroutingpatternthanSP, while bothfractalpropagation
techniquesDFP andDEFPconsiderablyobfuscatethe lo-
cationof the basestation. Figure5 shows the cumulative
routestakenby packetsthrougha sensornetwork employ-
ing DEFP. Thenetwork con�guration for thesesimulations
is a grid network describedin Section4.

3.4 NodeCompromises

If an adversarycompromisesa node,shecan �nd out
theidentity of its parentnodes,andreadthecontentsof all
packetspassedthroughthis node. In addition,by monitor-
ing the traf�c for somesuf�ciently long period time, she
canobtaindistributioninformationof all theancestornodes
within her activity range. However, with this knowledge.
shecannotdeterminethe locationof the basestation,and
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cannotblock communicationbetweenan aggregatornode
andthebasestation.To determinethe locationof thebase
station,theadversarywill haveto compromisea largenum-
berof nodesalongthepathto thebasestation.

Oneattackagainstour schemeis to �nd thegeographic
direction of the basestationby compromisingtwo nodes
at differentlocations. If eachnode's parentnodeis in the
directiontowardsthelocationof thebasestation,anadver-
sarycanintersectthetwo directionvectorsto determinethe
approximatelocationof thebasestation.However, this at-
tackrequiresthatthedirectionof aparentnodebeprecisely
towardsbasestation,which is quiteunlikely in a randomly
distributedsensornetwork. In addition,MPR increasesthe
dif�culty in determiningthe precisegeographicdirection
towardsthebasestation,forcing theadversaryto compro-
misemany morenodes.

In fractal propagation,if an adversarycompromisesa
node,shecan �nd out whethera packet is a fake packet
or real. However, shecannotobtainany informationother
thantheonesdiscussedabove (in RW case).An adversary
canattemptto launchaDoSattackby generatingmany fake
packetsand forwardingthemto �ood the network. How-
ever, thepropagationareaof a fake packet is limited by the
valueof thelengthparameter. A fake packet canpropagate
andgeneratenew fake packetsonly within a small part of
thenetwork, so thedamagedueto suchDoSattackis lim-
ited.

Finally, an adversarycan also generateseveral forged
datapacketsandforward themto thebasestationin anat-
temptto �ood thebasestation.However, mechanismsexist
currentlythat allow intermediatenodesto �lter out forged
aggregationdata,e.g. see[24, 26]. In SEF[24], interme-
diatenodesuserandomlypre-distributedpair-wisekeys to
verify the authenticityof the datasentby the aggregator
node.Any forgedpacketsare�ltered out by eachinterme-
diatenodewith certainprobabilityanddon't propagateover
a long path.
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Figure 5. Number of packets sent/f orwar ded
by each node in DEFP.

4 Evaluation

4.1 Evaluation Criteria

The main goal of anti-traf�c analysistechniquesis to
prevent an adversaryfrom tracking the location of a base
stationbyanalyzingcommunicationpatternsof aWSNover
somereasonableperiodof time. Our goal is to make com-
municationpatternsasrandomaspossiblewhile minimiz-
ing costs,so that an adversarydoesnot have suf�cient in-
formation to deducethe location of the basestation in a
reasonableamountof time. Our evaluationfocuseson how
randomthenetwork traf�c is,andthecostfor ouranti-traf�c
analysisschemes.Wehaven't simulatedtheeffectivenessof
defendingagainsttime-correlationattacks.A higherfork-
ing probability (Pf ) anda longerlength of fake pathwill
make it moredif�cult to launcha time correlation attack.
Instead,we evaluatethe the randomnessof network traf�c
and effectivenessagainstrate monitoring attacksthrough
two metrics—entropyof thenetwork traf�c andtheGSAT
test. To estimatethe costof our techniques,we count the
numberof messagesexchangedin our techniquesandcom-
parethemwith the numberof messagesexchangedin SP.
Sinceour techniquesincur very little memorycoston each
sensornode,e.g.keysandticketsof its neighbornodes,we
havenotmeasuredit in our simulation.



Size Average# Numberof Sending
Neighbors Aggregators Rate

Grid 81� 81 8 28 4/minute
Random 4500 20 28 4/minute

Table 1. Network con�guration Parameter s

In addition to randomness,the exact valuesof entropy
andtheGSAT testdependonseveralothernetwork charac-
teristics,e.g. network structure,network size,numberand
locationof aggregatornodes. To evaluateour techniques,
we have focusedon differencesin entropy andGSAT test
valuesmeasuredunderthecaseswhenoneof theproposed
anti-traf�c analysistechniquesis usedand the casewhen
no anti-traf�c analysistechniqueis used. We alsoexperi-
mentedwith differentvaluesof Pr in RW andPf in DEFP,
to understandtheeffectsof theseparameters.Wesimulated
two network structuresin our experiments:a grid topology
anda randomtopology. Table1 shows theparametersused
in oursimulation.

Entr opy We useentropy to measuretherandomnessof
network traf�c. Entropy is a mathematicalmeasureof in-
formationuncertainty, andit hasbeenwidely usedasamet-
ric to measurerandomnessin many applications,e.g. data
communication,datacompression,randomnumbergenera-
tors,andsecurityof cryptographicalgorithms.Entropy of
arandomvariableX with aprobabilityfunctionp(x) is de-
�ned asH (X ) = �

P
p(x)log2p(x). Supposethatduring

atimeperiodT, asensornodea sent/forwardedpa packets,
anda total of M packetsweresent/forwardedin theWSN
N . Weusethefollowing formulato measuretheentropy of
N duringthetime periodT: H (N ) = �

P
a2 N

pa
M log2

pa
M .

In general,a highervalueof H (N ) implies that the com-
municationtraf�c patternof N is morerandom.

GSAT Test The GSAT test is intendedto measurethe
ability of a routing techniqueto guard againstheuristic-
basedalgorithmsthatanadversarymayuseto locateabase
station. The GSAT algorithm[19] wasproposedfor solv-
ing NP-hardsatis�ability problems,suchasthe3SAT prob-
lem [4]. In contrastto the traditional deterministicsolu-
tions, GSAT is a probabilisticalgorithm that combinesa
hill-climbing searchalgorithmwith a randomrestartmech-
anism.GSAT cansolvemostof thelarge3SAT instancesin
ashorttime.

We use the idea of the GSAT algorithm to designa
heuristic-basedalgorithmthatanadversaryusesto trackthe
locationof thebasestation.In this algorithm,anadversary
startsat somelocationin thesensornetwork N . Shemoni-
torsnetwork traf�c aroundherwithin heractivity range.If
she�nds thatadifferentnodes within heractivity rangehas
thehighesttraf�c, shemovesto s, andcontinuesto moni-
tor traf�c from s. Usingthis mechanism,shecanmove to-

Entropy Traf�c CenterTraf�c
(SP) (BR) (SP) (BR) (SP) (BR)

Grid 9.64 11.40 39000 7� 106 10080 4� 105

Random 8.20 12.08 21000 5� 106 2792 1:8� 105

Table 2. Entr opy and Number of messa ges ex­
chang ed in SP and BR. (Traf�c means the
total messa ges exchang ed in the netw ork,
and Center Traf�c means the number of mes­
sages exchang ed in the close vicinity of the
base station.)

wardsthe locationsthathave higherandhighertraf�c vol-
ume.However, if shereachesa locationthathasthehighest
traf�c with in theneighborhood(localmaxima),sheselects
adirectionatrandom,movesin thatdirectionfor sometime,
andthenrepeatstheabove algorithm. Shecontinuesto do
this until she�nds thebasestation.

TheGSAT testmeasurestheaveragenumberof hopsan
adversarytakesto �nally reachthe basestationusingthis
heuristicalgorithm.A largevalueof GSAT testimpliesthat
the routing techniquehasbetterpotentialto guardagainst
heuristic-basedalgorithmsthatanadversarymayuseto lo-
catea basestation.

4.2 Effectivenessand Cost of Anti­T raf�c Analy­
sisTechniques

To evaluatethe effectivenessof our anti-traf�c analy-
sis techniques,we simulatedthem over a grid network
(seeTable 1) and measuredthe valuesof entropy, GSAT
test, and energy cost (number of messagesexchanged).
We simulatedthe following techniques:MPR, MPR+RW,
MPR+RW+DFP, andMPR+RW+DEFP. For simplicity, we
useMPR,RW, DFP, andDEFPrespectively to referto these
techniquesin therestof thepaper. In thesesimulations,we
setPr to 0.6,Pf to 0.2,andK to 6. To obtainanestimate
of an upperboundof entropy andGSAT values,we sim-
ulateda routing mechanismin which every messagesent
by aggregatornodeis �ooded to the entire network. We
call this schemea broadcast(BR) scheme.Sincea broad-
castschemegeneratesuniformnetwork traf�c, anadversary
cannotobtain any clue aboutthe location of basestation.
Table2 shows theentropy valuesandnumberof messages
exchangedin SPandbroadcastschemes.

Figure 6 (a) shows the entropy measuredfor various
routing techniques.All datareportedherearean average
over 20 runs. As expected,entropy is lowest for SP and
highestfor broadcast.Entropy for MPR andRW is higher
than SP, but lower than DFP and DEFP. This shows that
the ideaof generatingfake packetsin a controlledmanner



 7

 8

 9

 10

 11

 12

SP MPR RW DFP DEFP broadcast

E
nt

ro
py

Algorithms

 0

 200

 400

 600

 800

 1000

SP MPR RW DFP DEFP broadcast

#o
f S

ea
rc

h 
S

te
ps

Algorithms

3X3
5X5
9X9

 0

 20000

 40000

 60000

 80000

 100000

 120000

SP MRP RW DFP DEFP

#o
f M

es
sa

ge
s

Algorithms

messages
messages in center area

(a)entropy (b) GSAT test:numberof searchsteps (c) messagecost

Figure 6. Effectiveness and cost of anti­traf�c analysis mechanisms.

doesaidin makingthenetwork traf�c patternmorerandom.
This is in additionto theoriginal goalof defendingagainst
time-correlationanalysis.

To determineresiliency againsta GSAT search,we sim-
ulatedthe datatraf�c andrecordedthe numberof packets
sent/forwardedby eachnodein a log �le. We initialized
a startingpoint for the adversaryin the network andused
the GSAT algorithmto discover the basestationarea. We
recordedthenumberof stepstheadversarytakesto getinto
thebasestationarea.For eachlog �le, we set81 different
initial locations.For eachinitial location,we ranGSAT to
searchfor thebasestationareafor 100times,andrecorded
thenumberof hopstheadversarytakesto get into thebase
stationarea. Finally, we computedthe averagenumberof
hopstheadversarytakesto getinto thebasestationareafor
eachtechnique. In addition, we experimentedwith three
differentactivity rangesof the adversary:adversarycould
monitordatatraf�c over 3� 3, 5� 5, and9� 9 areasaround
herrespectively.

Figure6 (b) shows the resultsof the GSAT test. First,
we seethat the GSAT valuescorrelateswith the entropy
valuesshown in Figure 6 (a) (except DEFP). Higher en-
tropy correspondsto a largervalueof GSAT. This implies
thatbothentropy andGSAT areusefulmetricsto measure
the randomnessin network traf�c. The only exceptionis
DEFP. SinceDEFPconvergessometraf�c togetherto form
hot spots, it resultsin lessentropy comparedto DFP. How-
ever, thosehot spotsmake it moredif�cult for anadversary
to locatethebasestationusinga GSAT searchalgorithm.

The activity range of an adversary also impacts the
GSAT value. If theactivity rangeis larger, thecorrespond-
ing GSAT valueis smaller. This implies that theadversary
can�nd thebasestationin lessnumberof hops. Also, we
noticethat anti-traf�c analysistechniquessigni�cantly in-
creasethe numberof stepsan adversaryhasto take to lo-
catethe basestation. For example,shecan discover the
basestationareain 34 stepsin SP (activity range3� 3),
and653stepsin DEFP, which is about19 timesmore.No-
tice thatthenumberof stepsneededin broadcastmethodis
only about1.5 timesthe numberof stepsneededin DEFP

approach.On the otherhand,broadcastcosts(numberof
messages)about70 timesmorethanDEFP. Evenwhenthe
activity rangeof the adversaryis large (9� 9), our anti-
traf�c analysistechniquessigni�cantly increasethenumber
of hopsan adversaryhasto take to locatethe basestation
area.

Figures6 (c) shows the energy overheadof our tech-
niques. We are interestedin the overall energy overhead
of the network, andalso the energy overheadof nodesin
thevicinity of thebasestation.Theenergy overheadis crit-
ical, becauseit affectsthelifetime of a sensornode,aswell
asthepacket lossratecausedby packet collisions. We are
particularlyinterestedin energy overheadin thenodesnear
thebasestation,becausethesenodestypically carry larger
amountsof traf�c, andany problemwith thesenodesmay
causeseriouscommunicationproblemsin theWSN.

Figure 6 (c) shows the total number of messages
sent/forwardedby all nodesin thenetwork, andthenumber
of messagessent/forwardedby nodesnearthebasestation
(which is anareaof 20� 20 nodeswith basestationat cen-
ter). The traf�c in RW is about1.8 times larger than the
traf�c in SP for the whole network and the areanearthe
basestation.Themessagecostof DFPandDEFPis about
2.8timesthemessagecostof SPin thewholenetwork, and
2.4timesnearthebasestation.In our simulation,whenag-
gregatorssendfour packetsper minute,the nodesdirectly
connectedto thebasestationforwardabout14 packetsper
minutesin SP, andabout34 packetsper minute in DEFP.
This is easily feasiblein the currentsensornetwork tech-
nology. Note that the messagecostof thesealgorithmsis
constant,anddoesn't increasewith increasein networksize.

4.3 Effectivenessof Pr and Pf

To understandtheeffectof differentvaluesof Pr andPf ,
wevariedparametersfor randomwalk RW andfractalprop-
agationDEFP. We simulatedthemon both a grid network
andarandomnetwork (Table1). In RW, wevariedPr from
0.3to 0.95.In DEFP, we�x edPr at0.6,andvariedPf from
0.1to 0.65.Theresultsareshown in Figures7 and8. From
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these�gures, thevariationin thevaluesof entropy andmes-
sagecostbasedonPr andPf is similar in bothgrid andran-
dom networks. In RW, the entropy sub-linearlydecreases
andthenumberof messagesdecreaseswith increasingPr .
In DEFP, entropy sub-linearlyincreasesandthenumberof
messagesdramaticallyincreaseswith increasingPf .

Theseresultsimply thatwe shouldchosePf assmallas
possible,as long as it satis�es our requirements.In Sec-
tion 3, we analyzedtherelationbetweenmessagecost,and
Pr andPf . The resultsfrom theseexperimentsimply that
thereis a relationbetweenthe entropy of network traf�c,
andPr andPf , which is independentof thesizeof thenet-
work. Anotherobservationis thatalthoughthetotalnumber
of messagesexchangedisquitelargefor verylargevaluesof
Pf , thenumberof messagesexchangednearthebasestation
doesn't changea lot. That shows the traf�c control mech-
anismproposedin DFP (and usedin DEFP) works quite
well.

5 RelatedWork

Sensornetwork securityhasbeena critical issuein sen-
sornetwork research.e.g. securedatacommuncation[16],
securerouting[14, 12, 5], andsecuredataaggregation[18],
etc. In addition,muchresearchhasbeenperformedin the
areaof settingup pairwisesecretkeys betweendifferent
sensornodes.Examplesinclude[8, 3, 7, 15, 25].

In theareaof privacy in E-commerce,many techniques
have beendevelopedto protectthe anonymity of message
sendersandreceivers. Our anti-traf�c analysistechniques
aresimilar to the methodsusedin traditionalprivacy and

anonymity research,but wehave3 uniqueproperties:First,
wefocusonhidingphysicallocationof basestation,instead
of the identity of messagesenderor receiver. Second,the
communicationpatternin sensornetwork is highly asym-
metric and converge on basestation. That make it more
dif�cult to protectbasestationagainsttraf�c analysisat-
tack. Third, the communicationandcomputingresources
in traditional network are too expensive to currentsensor
network platform,sowe cannotdirectly applytheirmecha-
nismsto sensornetwork.

In traditionalprivacy research,mist routingrequiresthe
pre-deployed,hierarchicalandtrustedrouters[2]. [10] re-
quiresthat every nodecan talk to every other node. The
Onion routing protocol [9] disguiseswho talks to whom
on the Internetby layeredencryptionand by forwarding
received messagesin a randomorder. In addition,a large
numberof messagesarestoredbeforeforwardingthemin a
differentorder. A sensornodedoesn't haveenoughmemory
to storemany packets. The k-anonymousmessagetrans-
mission protocol proposedin [1] protectsanonymity for
bothsenderandreceiverwith low datatransmissionlatency.
Unfortunately, its high communicationandcomputational
requirementspreventit from beingusedin sensornetworks.
Thetechniquesto disguisea receiver by routingeachmes-
sageto multiple receiversusinga multicastmechanismare
proposedin [17, 20]. Tor [6] is the second-generation
onion router, which is a circuit-basedlow-latency anony-
mouscommunicationserviceon the Internet. However, it
needsto setup a largenumberof directoryservers,which
is dif�cult to envision in sensornetworks.

Recently, A. Wadaaet. al proposedschemesto random-



ize communicationsduringnetwork setupphase,to protect
anonymity of sensornetwork infrastructure[21]. In our
work, we focusondefendingagainsttraf�c analysisin data
sendingphase. In addition, we assumeadversarycan do
someactiveattackssuchashasinject traf�c to thenetwork,
andcompromisingsensornodes.

6 Conclusion

A basestationcontrolstheoperationof aWSN,andnat-
urally becomesaprimetargetof attackby adversaries.This
paperaddressesone aspectof protectingbasestationsby
making it dif�cult for an adversaryto locatea basesta-
tion. The paperpresentsfour anti-traf�c analysistech-
niques,MPR,RW, DFPandDEFPthatpreventthelocation
of a basestationfrom beingeasilydiscoveredby anadver-
sary. In MPR andRW, randomwalksandsomeamountof
randomnessareintroducedin the multi-hop patha packet
takesfrom a sensornodeto a basestation. In DFP, fractal
propagationandrandomfake pathsareintroducedto con-
fuse an adversaryfrom tracking a packet as it moves to-
wardsa basestation. Finally, in DEFP, multiple, random
areasof high communicationactivity are createdto con-
fusean adversaryinto searchingin a wrong area.The pa-
per evaluatesthesetechniquesanalyticallyandvia a sim-
ulation usingthreeevaluationcriteria: total entropy of the
network, total energy consumed,and the ability to guard
againstheuristic-basedtechniquesto locatea basestation.
Thecombinationof randomwalks,fractalpropagation,and
hotspotsareshown to increasethesearcheffort requiredby
anadversaryto discoverabasestation.
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